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1
Decision/action requested

This pCR proposes the discussion on GSMA LS on SPARROW attack.
2
Reference
[1] S3-212452/FSAG Doc 92_009 - “Stealth Pirating Attack by RACH Rebroadcast Overwriting (SPARROW)”
3
Rational
3.1. Analysis of Attack

The SPARROW (Stealth Pirating Attack by RACH Rebroadcast Overwriting) attack explained in [1] involves at least two attackers (UE_A and UE_B) secretly exchanging a short message enclosed in Msg 3/Msg 4 of RACH procedure as shown below in Figure 1:
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Figure 1. RACH procedure exploited by UE_A and UE_B (as in GSMA LS[1])

The attack assumes that UE_A is allowed to include a random bit sequence in Msg3 to differentiate itself from other UEs contending the RACH access simultaneously. However, there is no means for NW to verify whether the “UE contention resolution identity” is really randomly generated. Thus, the malicious UE_A can encode a small message (e.g., 40-bit) which is to be re-broadcasted to the whole cell by gNB in Msg 4, if UE_A’s contention is successful. This allows the partner(s) of UE_A, i.e., UE_B to receive this message without actually CONNECTED to the network. Given that UE_A is not literally CONNECTED to NW either, this kind of end-to-end communication is unauthorized, and it is a stealing of licensed radio resource.

Observation 1 SPARROW attack is a theft of network resource for unauthorized communication.

Also, that UE_B(s) and UE_A are completely agnostic to NW at this point. There are no real UE identities ever disclosed in the procedure so far. So, there is no way to trace this attack with a single occurrence of such transfer. Even if UE_A has launched this attack in Msg 3, it can still continue to use whatever C-RNTI which gNB assigns for its following RRC procedures. The fact that it stealthily sent a message in Msg3 earlier is not obviously detectable from NW. Hence, NW cannot penalize UE_A by denying its access. The messages conveyed between UE A and UE B in this stealth manner can be easily ciphered and will not be discerned by NW as “suspicious”, even if gNB implementation stores all the contents of Msg3 for scrutiny. 

Observation 2 The attackers leave no trace for NW to detect the attack.
It is obvious that those two UEs are supposed to be covered by the same gNB for this to happen. This limitation may constrain the physical vicinity of the attackers. However, given the need of local P2P communication is still valid (e.g., 3GPP ProSe work), this limitation may not be a deterrent for attackers.

Observation 3 The attackers need to be in the same cell coverage.
While the GSMA LS describes the above procedure specifically in 5G NR, the same RACH mechanism is inherited from LTE. So, the SPARROW attack on RACH is applicable to both LTE and NR.

Observation 4 Both LTE and NR RACH mechanisms have the same issue.
First, it is worth pointing out that the Msg 4 cannot be blindly received by any UE in the cell, because the DCI is scrambled with Temp_C_RNTI. This means, UE_B need also decode and store the T-C-RNTI received in Msg 2 and use that T-C-RNTI to blindly de-scramble the PDCCH to capture any potential secrete message shared by its partner UE_A. Hence, the right diagram for this attack can be corrected as below in Figure 2:
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Figure 2. RACH procedure exploited by UE_A and UE_B (CORRECTED)

Consider that gNB may send more than one temporary C-RNTI in RACH procedures sequentially for different RACH requests (Msg1), the attacker UE_B must track all of them because it does not understand which one is actually used by gNB to respond to UE_A’s Msg 1. Hence, UE_B must blind decode PDCCH with all those Temp C-RNTIs.

Observation 5 UE-B need to monitor all overheard Temp-C-RNTI in Msg 2 to decode ensuing Msg4.
It is possible for UE_B to lurk under the cell converge and persistently monitor all RACH messages to comb for secret information from UE_A(s). On the other hand, the UE_A and UE_B can collaborate a time for this communication in advance which can help increase the efficacy and power-efficiency of UE_B. If UE_B knows the about time when UE_A will try to launch the SPARROW attack, it only need to sniff the RACH channels for a short period of time, which allow the attackers to be mobile and be able to move in and out of the target cell area quickly.

Observation 6 
Collaboration between attackers can improve the efficacy of the attack, but not necessarily required.
3.2. Evaluation of Risk
In this section, we evaluate the security risks for SPARROW attack. 

For the attackers, the SPARROW attack requires some change in UE devices to enable the modification of MAC algorithms to not generate randomly for “UE contention resolution identity” in Msg 3, but take upper layer input instead. It also needs to enable a RX UE to blind-decode Msg 2 and Msg 4 w/o transmitting RACH preambles first. 

Also, each short message is up to 40 bits. Assume UE_A sends RACH Msg3 in every slot (0.5ms), it will only be able to broadcast up to 80kbps traffic. This is not very attractive service for general-purpose usage because this is not a very reliable service for one-to-one or one-to-many communication. Also, the communication range of this attack is limited to a single TN cell and that prevents the attackers from using this tool for the sake of generic telecommunication. As mentioned in [1] GSMA assessment of this risk is “quite low”, and we think this is indeed low for in regards of as a competing “access” technology.

Observation 7 
The current risk for SPARROW attack to disrupt or compete with TN cellular access is very low.

In regards of the GSMA’s requests to assess this SPARROW attack in relation to non-terrestrial networks, we think the risk is definitively higher for NTN, given that each NTN cell covers a large geographical area, and the users of those areas may be in under-developed regions and unable to afford the cost of valid NTN communications. Hence, we think the risk should be elevated to “medium” for NTN networks.

Observation 8 
The current risk for SPARROW attack to disrupt or compete with NTN cellular access is medium.
However, this kind of static cost/gain analysis may be over-simplified by focusing on the access aspect and short-sighted by ignoring some other risks as shown below:

1. Secrecy & Impunity: The covert channel communication is always coveted by the fringe groups in need of secret or illegal data transfer. The incentive & risk comparison by the attackers will change when the need of secrecy prevails. One big advantage of the SPARROW transfers are non-detectable and leaving no trace for law enforcement agencies to track. It is said in GSMA LS [1], “but if the attacker tries to use more bandwidth of the covered channel it would leave a detectable MAC layer traffic pattern”. It is not clear to us what MAC traffic pattern GSMA expects to observe, except the fact that UL channel for Msg 1 & Msg 3 is more congested. The other problem is that even if a pattern is observed, the NW can neither shut off RACH channel nor has enough information to track down the attackers. 

2. Scalability: In GSMA’s assessment [1], “Based on the achievable throughput we are not convinced that this attack will scale much.” However, this is only from point-to-point throughput perspective. The SPARROW attack can scale in other manners. First, although the communication range is limited in one cell, it is very easy to enhance the scheme to forward/flood the message with multiple hops and enable a wider-area communication scheme within a considerably acceptable latency. Second, once a device is tempered to enable such an attack, it can be used worldwide wherever cellular access is provided. Given that, it is not hard to imagine software-based SPARROW patch will be made available to allow even an ordinary user to temper his/her LTE/NR UEs to launch this attack, once there are some “popular” services running on the top of SPARROW transfers. When that occurs, the cost to launch this attack will become very low and the risk for 3GPP community will be much higher.

Observation 9 
The risk for SPARROW attack could grow higher if the attacks run unchecked and get opportunities to evolve.
3.3. Mitigation Method
GSMA think “this is a novel fraud method which should be mitigated if simple methods commensurate with the risk are possible.”. Based on our analysis above, we think this is a potentially medium or high-risk attack and it is better to thwart or mitigate as early as possible.  

Although a full-scale solution to have a solid CCCH security mechanism can be discussed and implemented in R18 with the help of SA3, it is worth considering some simple enhancements to reduce the risk of this attack for earlier releases.

To discourage this attack, it is vital to prevent UE_B from obtaining meaningful information by sniffing RACH channels, even if we cannot prevent UE_A from coding a 40-bit “meaningful” message in Msg 3. A basic method is to introduce one-way hash (e.g., SHA-256) to allow UE_A to continue checking its “UE contention resolution identity “ is matched or not with the hash output. For UE_B, the hash output is just pseudo-random information bits because UE_B cannot reverse the hash. 

Proposal 1  
When UE share its identity or random number in Msg 3 to gNB, gNB shall conduct a one-way hash before sending back hash output in Msg 4.

UE_A and UE_B may collaborate to build a pre-computed hash table once the hashing algorithm is commonly known. In this way, they may still transfer secret messages based on the pre-known hash output. To prevent pre-computing hash, the hash algorithm can have an additional input of NONCE value, as shown in Figure 3.
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Figure 3. One-way hash used in RACH procedure

The NOUNCE value is only chosen by gNB when Msg 3 is processed, it is not known by UE_A and UE_B a priori. The gNB uses this NOUNCE value to compute the hash and include both hash output and NOUNCE value in Msg4. This will significantly increase the computation overhead for UE_B to engage in this secret communication as it need compute 240 computation for each DCI message per each Temp-C-RNTI it overheard.

Proposal 2  
The hash function may have additional dynamic NONCE input chosen by gNB and the NONCE value is also included in Msg4.
The introduction of hash and NOUNCE may increase the computation overhead for normal UE, but this is still a relatively less complex method to enhance RACH procedure security instead of introducing any key-based solutions.

Finally, adding NOUNCE value in Msg 4 may increase the size of Msg4,  we think it is not necessarily to always have a 40-bit hash output with a 40-bit input, it is possible to reduce the number of bits used in hash output, so that the potential communication throughput by SPARROW attack is further reduced and that also helps to mitigate the issue.

Also, we have the further suggestions to consider:

Proposal 3  
The number of bits in hash output to be included in Msg4 can be further reduced.

4
Conclusions and Detailed Proposals
In this paper, we have discussed the GSMA LS and have the following observations:

Observation 1 SPARROW attack is a theft of network resource for unauthorized communication.

Observation 2 The attackers leave no trace for NW to detect the attack.
Observation 3 The attackers need to be in the same cell coverage.

Observation 4 Both LTE and NR RACH mechanisms have the same issue.

Observation 5 UE-B need to monitor all overheard Temp-C-RNTI in Msg 2 to decode ensuing Msg4.
Observation 6 
Collaboration between attackers can improve the efficacy of the attack, but not necessarily required.
Observation 7 
The current risk for SPARROW attack to disrupt or compete with TN cellular access is very low.

Observation 8 
The current risk for SPARROW attack to disrupt or compete with NTN cellular access is medium.
Observation 9 
The risk for SPARROW attack could grow higher if the attacks run unchecked and get opportunities to evolve.
Then, we have the following proposals:

Proposal 1  
When UE share its identity or random number in Msg 3 to gNB, gNB shall conduct a one-way hash before sending back hash output in Msg 4.

Proposal 2  
The hash function may have additional dynamic NONCE input chosen by gNB and the NONCE value is also included in Msg4.
Proposal 3  
The number of bits in hash output to be included in Msg4 can be further reduced.

